
10/28/2015

1

Secure: How to Avoid Attacks 
on Hardware and Data

Morgan Holkesvik
CISSP,MCITP

What I hope you get from this

• Understanding of what a "Hacker" is

• Knowledge of the vast amount of information 
online and how it can be used

• Understand the risks of the digital age and 
how to  guard against attacks

A little about me...

• From Waxahachie, Texas

• IT Assistant Manager at the Texas 
Association of Counties in Austin, Texas

• Graduated from Texas State University with 
a degree in Public Administration and History

• No formal computer training
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Most famous hacker in the 
galaxy

“ I changed the conditions of 
the test ”

What is the most powerful 
tool at a hackers disposal?
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What can we find on 
Google?

• Lock Picking - 19,300,000 hits

• RFID cloning - 580,000 hits

• Wireless Hacking - 23,600,000 hits

• Safe cracking - 21,800,000 hits

• Social Engineering Techniques - 6,000,000 hits 
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What's the second most 
powerful tool?

The worlds obsession with 
Youtube

88,000,000,000 video views per month

48 hours of content is uploaded every minute...
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136,000 Videos on 
picking locks

255,000 Videos on WiFi 
hacking

2,380,000 Videos on Social 
Engineering

Universal Master Key

Where Hackers hone their 
skills
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What you may expect

Hacking with Psychology 

Hacking with Psychology 
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"The access panel on the sign is generally protected by a 
small lock, but often are left unprotected. Upon opening the 

access panel you can see the display electronics."

"In all likelihood, the crew will not have changed the 
password. However, if they did, never fear. Hold "Control" 
and "Shift" and while holding, enter "DIPY". This will reset 

the sign and password to "DOTS".
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The next day...

Crowd Sourcing 

10 years in 10 Days

Fold.it
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Black Hat activities

80,000,000 Records 21,000,000 accounts

Average cost per compromised record: $154

$3,800,000

Average Cost of Data Breach

Double That or More for Health Care
Anthem expected to top $100,000,000 hit. 

(That’s just for notification and identity theft monitoring)
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There’s a Cost Even if Everything Goes 
Right

• Full Stop of Operations

• Bring In Forensics

• Fix the Problem

• Bring up everything

• Wait for results

Why risk jail time?

• Difficult to pinpoint who started it

• Often foreign based operations 
with no regulations

• Prosecution extremely difficult 
due to chain of evidence

• Economy downturn creates 
cyber criminal jobs

• Money. Lots of money.
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Stolen Data Black Market Value
$10 per Health Record

$1 per Credit Card

How much money?

$575,000,000,000
In 2013 Alone.
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Now for the fun stuff
On the offensive

Social Engineering

The Con Artist
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Phishing Attack

The old way of doing it.

The New Way
Reach millions in seconds
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Undeniably powerful for organization
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Twitter bomb

First step- gather followers
Remember, you can pretend to be anyone

Or first step if your lazy...
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Time to camp
And play the waiting game

A global event provides a perfect 
opportunity

I've got pics!
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Redirection
Pay me to fix!

Then disaster strikes
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Famous example
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Harvested Emails

Spam
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Too Good to be True

Spearfishing
Selective targeting 

The Target
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Freely given information

Freely given information

Time to look around...
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All in one wonder tools
And it's free

• Info on individual people

• Phone number reverse 
lookups and associations

• A specific document

• Every bit of information 
about a website including 
sub domains like "mail"

• Email associated with a 
person or company
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Picking a Target

Finding the bait
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The trap is 
set

Or Just Mass Spam

But We Have Virus Scanners?

• Virus Scanners are 20-40% 
effective (some sources say 
closer to 10%)

• Tens of thousands of viruses 
are written every day

• New malware will delete 
itself quickly after dropping 
payload or stealing data

• Gartner believes 97% of 
systems have been 
compromised 
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Social engineering 
prevention

• Don't post every detail about your life - No one cares...

• Change your passwords frequently

• Have an up-to-date Virus Scanner (think of it as a bullet proof vest)

• Use "false information" for password reminders

• Don't participate in Chain Letters

• Never use a work email for personal reasons

• Be a jerk

WiFi Hacking

Time it takes to break 
wireless security

• Open Air - None

• WEP - 60 Seconds

• WAP - 15 Minutes

• WAP2 - (2-10) Hours
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Wireless Access Points within a few blocks 
of TAC

YouTube for the win...
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Free public wifi
But what's the cost?
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Man in the Middle

So which one did you connect to?
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Which is the fake?

Wireless security -
prevention

• Use WPA or WPA2 Encryption

• Change your wireless key on a regular basis

• Change the routers default settings

• Avoid using public hotspots if possible

• Don't use if there is a security concern!!!
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Breaching the Gate

Why would someone risk 
breaking in?

Whacha got?

• Whatcha got?

• What are the risks?

• What are the chances of 
getting away with it?

Why would someone 
risk breaking in?
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You do the Work
Low cost Trojan Horse

Curiosity kills the cat

Recon
Google street view
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Smart Phone Recon

CCTV

How to thwart a camera
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So now what?

Corporate vs. Spa

Steps for an onsite attack
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Open Sesame

The deadbolt

Solution: 
Bump key
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Or do it the old fashion way

Thousands of YouTube videos
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The Padlock

Solution: 
Shims

RFID Cards

Solution: 
RFID cloner
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So what? It's too complicated 
for your average thief right?

Craigslist:Hacker 
Outsourcing
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Magnetic card swipes

The Keypad

Or if that doesn't work...
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Shoulder surfing techniques

Follow the leader

Biometrics
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Preventing a physical 
security breach

• Purchase bump resistant dead-bolts

• Biometric readers

• On - Site security

• Monitored surveillance 

• Layered Security 

• Due diligence - There are no stupid questions

Man on the inside

What's up for grabs?

• Confidential hard files 

• Valuable equipment 

• Computer Data



10/28/2015

43

Computer Access

What's the password again?



10/28/2015

44

Your secrets safe with me

• Under keyboard

• Desk drawer

• Taped on monitor

• Taped in cabinet

• Laying out in the open

Sometimes you get real 
lucky

Typical default passwords

• Guest

• Administrator 

• Password 

• "blank"
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How can a hacker logon?

Install a 
key 

logger.  

How can a hacker logon?
Use free 
speciality  
software 
available 

for 
download
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How to mitigate the 
damage from a break in 

• Use layered security

• Change passwords on a regular basis

• Question anomalies - Was my drawer left 
open? Why am I logged in? 

• Audit access logs

• If possible, store files on the network

Let's sum it all up
Ask yourself:

• Do they need to know?

• Do I know him or her?

• Was that always like this?

• Is this convenient or 
secure?

• What happens if it all goes 
wrong? 
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Lastly, remember that nothing 
is 100% secure, because 
hackers will change the 

conditions of the test

Thanks!
Morgan Holkesvik

morganh@county.org


